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February 28, 2022 

LWVOR Position for Concurrence: 
Information Security and  
Personal Information Protection  
Cybersecurity is the prevention of damage to, protection of, and restoration of computers, 
electronic communications systems, electronic communications services, wire communication, 
and electronic communication, including information contained therein, to ensure its availability, 
integrity, authentication, confidentiality, and nonrepudiation. This position statement addresses 
Personal Information Security and Information Protection. 

(LWV Oregon studied, came to consensus and approved a Privacy and Cybersecurity Position 
2019-2021. For national concurrence, the position is being presented in sections.) 

Information Security 

Government, individuals, and organizations (including private sector and critical infrastructure), 
all require strong cybersecurity protections and effective deterrents to assure national security, 
economic and social stability, and personal information integrity. 

● Create consistent information privacy laws and regulations across all organizations 
(government, private, for-profit, and non-profit) that eliminate gaps, inconsistencies, and 
overlaps. 

● Regulate all technology-enabled organizations (e.g., internet platforms, online 
intermediaries, business-to-consumer platforms), not shifting sectors, so that 
organizations are subject to a uniform set of laws and regulations. 

● Regulate all categories of information in the same way, regardless of the type of 
organization or sector that collects that information. 

● Apply a baseline set of regulations to all types of information, regardless of type of 
organization or sector collecting that information. 

● Apply regulatory requirements to organizations according to their size and complexity, 
the nature of data covered, and the risk posed from exposing private information. 

● All information (including third-party data transfers) needs sufficiently flexible protections 
to address emerging technologies and scientific evidence while serving the common 
good by balancing the demands of stakeholders and vested interests. 

The ubiquitous information and communication technologies (ICT) of today’s pervasive digital 
services, platforms, and marketplaces require a global governance perspective to address their 
societal and economic impacts: 
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● Harmonize laws and regulations across jurisdictions to protect individuals and assure 
trustworthy flow of information across all boundaries—government, organizations, 
industry sectors, states, and countries. 

● Aim to develop flexible regulatory structures that can quickly adapt to social and 
scientific realities and technical and economic policy challenges. 

● Use forward-looking, collaborative mechanisms such as experimentation and learning, 
test-and-evolve, and post-hoc effectiveness reviews. Incentivize specific outcomes that 
facilitate anticipating and adapting to rapid changes. 

State laws which become inconsistent with future comprehensive federal privacy standards may 
be pre-empted, while more stringent laws may remain. At a minimum, citizens' information 
protection rights should be comparable to those of citizens around the world—both current and 
future protections that may be established. Current European Council personal information 
protections include the ability to: 

● be informed of what personal information is held and why 
● access information held by an entity 
● request updating or correcting of information 
● request manual processing in lieu of automated or algorithmic processing 
● request transfer of information to another entity 
● withdraw prior consent to process data or object to specific situation consent 
● request deleting personal information. 

Personal Information Protection 

Uniform privacy rights need to protect personal privacy and prevent known harms. 

● Establish uniform information protections for personal and behavioral data that can be linked 
to an individual or devices. 

● Prevent harmful uses of personal information by all information processors who collect, 
store, analyze, transfer, sell, etc. 

● Expand the legal definition of “harm” to include physical, monetary, reputational, intangible, 
future, or other substantial injuries and to provide individuals the right to legal remedy. 

● Assure that personal information collection, use, transfer and disclosure for economic or 
societal purposes is consistent with the purpose for which individuals provide their data, and 
does not cause them harm. 

● Shift the focus of information protection from individual self-management when submitting 
data (e.g., opt-in, obscure notice, and choice disclosures) to organizational stewardship in 
protecting individuals’ personal privacy. 

●  Expand personal information privacy definition to address rapidly changing information and 
communication technologies, accelerated networking between businesses, and automated 
collection and dissemination of data, which together subvert personally identifiable 
information, de-identification, re-identification, and data anonymization. 
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